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Abstract

Empirical evidence that connects firm investment in cybersecurity defenses to the likelihood of being
attacked has been very hard to come by. The Israel National Cyber Directorate (INCD) and the Israeli
Central Bureau of Statistics (CBS) recently surveyed Israeli firms about their ICT operations including
cyber defenses and attacks. Using the survey, in this paper, we empirically examine whether security
precautions adopted by firms do in fact reduce the chances of being attacked. We find that using four
basic security precautions reduces the probability of experiencing a cyber incident from 69% to 21%.

1 Introduction

Cybersecurity is widely recognized as essential to the functioning of modern economies. Firms and
governments are spending ever greater sums on countermeasures designed to mitigate risks, yet we
know surprisingly little about which of these investments, if any, reduce the risk of experiencing a
cyber incident, and by how much. Estimates of the financial harm resulting from successful attacks
vary by multiple orders of magnitude, when they are available at all. And the threats organizations face
are often highly correlated, since a single attack can affect hundreds or thousands of firms that utilize
the same vulnerable components.

Why is this? Firms focus on frameworks such as NIST CSF, COBIT and ISO 27001 that emphasize
the process of implementing various controls, without regard to their effectiveness. By codifying best
practices, the frameworks steer organizations to measure their compliance to the framework rather than
the effectiveness of security achieved. This is understandable since the relationship between making
security investments and avoiding cyber incidents depends on multiple factors, including target value
and attacker strategy, each of which exhibits randomness. Consequently, drawing conclusions from a
single firm’s experience is quite problematic.

The paper is an empirical examination of how security precautions undertaken by enterprises affect
the likelihood of experiencing a cyber incident. This paper uses a remarkably detailed firm-level data
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set from an ICT use and cybersecurity survey that was undertaken in 2020-2021 by the Israel National
Cyber Directorate (INCD) and the Israeli Central Bureau of Statistics (CBS). In our assessment, this is
by far the most comprehensive firm-level cybersecurity survey ever undertaken at a national level.

A huge problem with empirical work on this topic is that the timing of security investments is
unknown. Indeed, as shown in Table 2, the survey data we examine exhibits a positive correlation
between investment in security precautions and incidents. This is because many such investments are
made ex post, i.e., after a firm has suffered a cyberattack/incident. Thus, there is an endogeneity issue.

The survey enables us to overcome this obstacle and examine the relationship between security
precautions undertaken by enterprises and the likelihood of experiencing a cyber incident because the
survey asked two key questions:

• Is your enterprise aware of the cyber directives and instructions (e.g. the Cyber Defense Method-
ology for an Organization) published by the Israeli National Cyber Directorate (INCD)?

• For those enterprises that were aware of the cyber directives and instructions, a follow up question
was asked about whether there was full implementation of the directives.

The CBS received responses to the 2020 survey from firms beginning in July 2020 and ending in
April 2021. The survey specifically asks the following: “Did your enterprise have to handle any cyber
security attacks over the past 12 months.”

Since the document was issued in June 2017, it is very likely that firms for the most part became
aware of the document and responded to it (by implementing or not implementing the guidelines) prior
to the 12 month period (2019-2020) for which incidents were reported in the survey. This is because
implementation of he four basic cybersecurity precautions we employ in this paper is simple and fairly
straightforward and takes a relatively short amount of time. (See below for the four basic precautions.)

These two questions above thus address the timing issue of when precautions were undertaken
and enable the use of the second question as an instrumental variable. In other words, firms that
implemented the directives thus took security precautions did so prior to the 2019–2020. We interpret
the instrument as an indicator of whether the organization is alert and intentionally vigilant to risks
of cyber attacks. Empirically, this variable works as an instrument for security precautions since it
is positively correlated with different measures of security precautions and negatively correlated with
incidents.

When we run a (probit) regression of security precautions and firm characteristics on whether the
firm experienced a cyber incident, without instrumenting for precautions, we find that the estimated
coefficient on security precautions is (not surprisingly) positive and statistically significant. This is be-
cause many firms likely adopted security measures after suffering a cyber incident. Once we instrument
for security precautions using the “implementation” variable, the estimated coefficient on security pre-
cautions is negative and statistically significant. This means that employing precautions indeed reduces
the probability of suffering a cyber security incident.

We find that use of four basic cybersecurity precautions significantly reduces the likelihood of expe-
riencing a cyber incident for Israeli firms. The following are the four basic cybersecurity precautions.

• Strong password policy (e.g. periodical password reset, minimum password length policy, re-
quiring combination of letters, numbers and characters)

• Keeping systems up-to-date per manufacturer’s recommendation, or at a more frequent rate
• Having multiple updated backup copies, with one offsite and usually offline
• Means of detecting and responding to malware at endpoints and servers (e.g. antivirus system)
Our results are probably biased downward, that is employing the four basic security controls is

A specification test concludes that the instrument is indeed exogenous.
The survey asks specifically about twenty different precautions.See Figure 3.
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more likely to reduce incidents than we estimate. This is because, like all surveys, the CBS survey
relies on self-reports of cyber incidents. Thus firms that are less invested in cybersecurity may not even
be aware that they have suffered such an attempt.

Overall in our data set (993 firms), 46 percent suffered a cybersecurity incident in the twelve months
preceding the 2020-2021 survey. To get some sense of the magnitude of the results, for firms with sig-
nificant revenues and firms with a large number of workers, but without a significant Internet presence
and not in high risk industries, the use of four key basic security precautions reduces the probability
of a cybersecurity incident from 69% to 21%. These differences are large and suggest that firms that
employ these four important basic security precautions greatly reduce the risk of suffering a security
incident.

2 Background and Prior Work

Few would dispute that cyber risk is a very serious problem for the global economy and for society.
But there is a “disconnect” between acknowledgement of the problem and action to address the prob-
lem. What is the relationship between vulnerabilities, preventive measures, and security incidents, like
being targeted by ransomware or experiencing a data breach? Surprisingly little is known about the
relationship among these variables, and even less is known at the micro level, that is, at the level of the
firm.

One key reason why this knowledge gap exists is that the firms themselves do not try to measure
these relationships. Based on semi-structured interviews with 40 executives in charge of cybersecurity,
Moore et al. found that, broadly speaking, organizations do not compute return on investment (ROI)
by measuring the reduction in expected losses from experiencing incidents due to the adoption of
security controls [4]. Instead, most companies had adopted frameworks of one kind (e.g., the NIST
Cybersecurity Framework, COBIT, SANS Critical Controls). These frameworks enumerate available
controls and levels that can be achieved by adopting them. While the frameworks direct investments,
they do not explicitly evaluate how taking particular precautions affects the security level of their
organization, and ultimately whether those precautions make a breach less likely to occur.

But why would organizations spend huge sums on defenses without determining how such spending
improves their security level? It turns out it can be very hard to establish how and whether investments
in security controls successfully stop attacks.

First, there is an inherent information asymmetry about the quality of security products and ser-
vices [1, 2]. This makes it difficult for firms to determine what defenses are more effective, which
makes establishing the link between security investment and outcomes that much harder to establish.
Second, the relationship between spending on security controls and expected losses is not direct. In-
stead, it is mediated by multiple factors, including the effectiveness of controls, varying attacker effort,
and the value of a target. Third, we lack reliable estimates of the costs resulting from cyber attacks.

Fortunately, the research community and industry have begun to fill in some of these gaps. For a
comprehensive theoretical treatment, we refer the reader to Woods and Böhme’s theoretical system-
ization [6]; we describe some of the most relevant work here. Liu et al. gather publicly-observable
data on organizations’ network misconfigurations and then construct a classifier to predict whether a
data breach is subsequently reported. Surprisingly, these crude external measures of security levels
were found to be predictive of subsequent adverse outcomes [3]. Sarabi et al. [5] employed a similar
approach, but gathered additional data on business sectors and breach types in order to identify the

Very similar results (73% vs. 20%) are obtained when we use “whether the firm employed more than mean number of cyber
security precautions of other firms in the data set” as the cyber security precautions variable.
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Figure 1: Causal model relating security precautions to incidents and harms [6] (shaded circles indicate the
relationships evaluated in this paper).

relative risk of incidents for different industries. Furthermore, a number of risk-rating services have
appeared (e.g., offerings from SecurityScorecard, QuadMetrics, and BitSight) that commercialize the
results found by researchers.

These cases showed that, while the metrics can often predict breaches, the underlying causal factors
remain unknown. In other words, we are beginning to learn more about the relationship between the
security level and the likelihood of experiencing a breach, but we do not know why observable external
metrics are associated with subsequently experiencing a breach. Without having established causality,
it is not known whether taking concrete steps to improve security would actually reduce risk (and by
how much), or if some other unobservable factor is actually driving differences in risk.

Our paper takes a step towards establishing a causal link between cybersecurity investments and
outcomes. We follow an adaptation of the causal model presented by Woods and Böhme [6] and laid out
in Figure 1. The survey questions cover the relationships identified by the shaded circles. The survey
reports characteristics of Israeli firms, the security precautions they claim to adopt, and the experience
of cybersecurity incidents. While the survey does include questions about the harms resulting from
incidents (as represented in the unshaded right half of the figure), we do not consider them in this
paper.

3 Dataset Description

In 2020-2021, the Israeli National Cyber Directorate (INCD), in conjunction with the Israeli Central
Bureau of Statistics (CBS) constructed and implemented the most comprehensive survey regarding
cybersecurity even undertaken at the level of the firm. The survey, entitled “Survey of Information
and Communication Technologies Usage and Cyber Security in Businesses 2020”, includes detailed
questions about the types of security controls adopted by organizations and whether cybersecurity
attacks experienced, as well as questions about Internet use, ecommerce, and other firms characteristics.

The survey population is drawn from the 29 825 Israeli private sector businesses with more than
10 employees, excluding the following industries: agriculture, finance, diamonds, public and local
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Figure 2: Sample survey question dealing with cyber incidents experienced by the firm.

administration, education, health, households and non-governmental organizations. 2 500 of these
firms received the survey, of which 2 020 (81%) responded. Firms were selected at random in layers
by industry, corporate structure (multinational and domestic), and firm size.

The survey was conducted from July 2020 to March 2021, referring to business activity in 2020.
The carefully constructed survey is remarkable, not only because of the number of firms that have
responded, but also for the incredibly important detailed information security questions within. In our
assessment, this is the most comprehensive (national) survey ever undertaken.

One of the authors (Barnir) accessed anonymized survey response data in a secure room at the
Central Bureau of Statistics. Data remains with the CBS; only the outputs of the statistical scripts that
were cleared for public disclosure are available to authors.

A key question is whether the firm had to handle any cyber attacks (or incidents) in the past 12
months. Figure 2 shows how the question was asked in the survey.

Additionally, firms were asked whether any of twenty different security precautions were imple-
mented by the enterprise? (For each measure, the firm needs to answer yes or no.) See Figure 3.

We also have extensive data on firm characteristics including size, ICT use, and industry. Thus
for firm characteristics, we will evaluate how technological dependence, employee headcount, industry
headcount, ecommerce presence, etc. affects susceptibility to compromise. This is important because
we will be able to shed light on (for example) which sectors are more likely to be targeted and success-
fully compromised.

Given the rich data and the availability of an exogenous instrumental variable, the INCD/CBS
survey enables us to measure the impact of firm characteristics (FC) and security precautions (P)) on
the likelihood of compromise/incidents (I).

Global Statistics from INCD/CBS Survey Fully 993 firms indicated that they were aware of the di-
rectives and instructions from the INCD. These firms comprise our dataset for analysis. We now report
some global statistics before we formally begin to analyze the data.

• 46% of the enterprises reported that they had to handle a cyberattack or incident in the last twelve
months.

• Among firms with 250 or more employees, 55% reported that they hand to handle a cyberattack

5



Figure 3: Sample survey question dealing with security precautions adopted by the firm.

or incident in the last twelve months.
• There is a particularly high incidence of cyberattacks in high-tech industries: 57% of the firms de-

fined to be high-tech had to handle a cyberattack in the last twelve months. Given the prominence
of the high-tech sector in the Israeli economy (and the US economy as well), this is particularly
striking and raises concerns.

• Twenty security measures were listed in the survey. The security measures that were imple-
mented most often were the ones that are very inexpensive to employ, such as adopting a strong
password policy (93% of firms).

• Small (10–49 employees) and medium-size firms (50–249 employees) implemented on average
significantly fewer of the twenty security measures than did the large firms.

4 Regression Analysis

We estimate probit regressions with a binary response variable equal to one if the firm experienced an
incident and zero otherwise. In other words, the dependent (or response) variable is a dummy variable
that takes on the value one if the firm suffered a cyber incident and zero otherwise.
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Since we have data on incidents, firm characteristics, and security precautions, we can estimate the
model shown in the left side (shaded circles) of the diagram in Figure 1. The observation is at the level
of the firm.

4.1 Mapping Survey Responses to Variables

Independent variables include the following:
• Did the firm employ the four basic security precautions below (yes/no):

– Strong password policy (e.g. periodical password reset, minimum password length policy,
requiring combination of letters, numbers and characters)

– Keeping systems up-to-date per manufacturer’s recommendation, or at a more frequent rate
– Having multiple updated backup copies, with one offsite and usually offline
– Means of detecting and responding to malware at endpoints and servers (e.g. antivirus

system)
• Small Firm is a dummy variable that takes on the value one if the firm has 10-49 employees and

zero otherwise.
• Medium-size firm is a dummy variable that takes on the value one if the firm has 50-249 employ-

ees and zero otherwise.
• Large firm is a dummy variable that takes on the value one if the firm has 250 or more employees

and zero otherwise.
• Low Revenue is a dummy variable that takes on the value one if the firm’s income is below 19

million shekels and zero otherwise.
• Medium Revenue is a dummy variable that takes on the value one if the firm’s income is 19-133

million and zero otherwise.
• High Revenue is a dummy variable that takes on the value one if the firm’s income is above 133

million shekels and zero otherwise.
• Dummy variables for each of the six sectors:

– Mining and quarrying, Manufacturing, Electricity and water supply
– Construction, Transportation and storage, Postal and courier activities, and Accommodation

and food activities
– Trade
– Information and communication
– Real estate activities, Administrative and support service activities
– Professional, scientific and technical activities

• High-tech is a is a dummy variable that takes on the value one if the firm is in the high-tech sector
and zero otherwise.

• Ecommerce is a dummy variable that takes on the value one if during 2019 the enterprise received
orders for goods or services placed via a website or “app” and zero otherwise

• Cloud is a dummy variable that takes on the value one if the enterprise purchases any cloud com-
puting services used over the internet (including membership, pay by use or any other payment
agreement) and zero otherwise

• International is a dummy variable that takes on the value one if the firm is international and zero
otherwise.

• Website is a dummy variable that takes on the value one if the enterprise (including the company
group) use information about visitors’ behavior on its website (e.g. clicks, items viewed) for
improving user experience and zero otherwise
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Summary data on these variables appear in the appendix in Table 3.

4.2 Estimation and Results

We now estimate the relationship between incidents (the dependent variable) and firm characteristics,
Internet use, and (precautionary) choices (security measures) made by the firm in stage 1.

Since the precautions are endogenous, we address the issue by using an appropriate exogenous
instrument. Fortunately we have an exogenous instrument for security precautions from the survey:
The instrument is “implementation” which is a dummy variable that takes on the value one for those
enterprises that report awareness of the cyber directives and instructions and full implementation of
the directives. The variable takes on the value zero for those enterprises that were aware of the cyber
directives and instructions, but either did not implement them at all, or only partially implemented
them.

Of the 993 firms in the sample that were aware of the cyber directives and instructions, 384 (or 39%
percent) fully implemented the cyber directives and instructions. Table 2 shows that the implementa-
tion variable is positively correlated with the variable we use for security precautions and negatively
correlated with incidents.

Additionally and importantly, Figure 4 shows that firms that (i) implemented the directives and
employed the four basic security precautions have a lower probability of a cyber incident than firms
that (ii) did not implement the directives and employed the four basic security precautions. Further, the
figure shows that for firms that did not implement the directives and did not employ the basic controls,
there is no difference in the probability of a cyber incident.

Taken together, this provides evidence that the instrument is a good indicator of whether the orga-
nization is alert and intentionally vigilant to the risks of cyber attacks.

The results from the probit regressions are shown in Table 1. In the first regression for each of
the two different variables for cybersecurity precautions, we do not instrument for the cybersecurity
precaution variable. Table 1 shows that in such a case, the estimated coefficient on cybersecurity pre-
cautions is positive and statistically significant. Obviously, that does not mean that taking precautions
leads to incidents, but rather that those who suffered breaches/incidents were likely to install precau-
tions following an incident. This illustrates the “endogeneity” problem. This is why we need to run an
instrumental variable regression.

In the second regression for each of the two different variables for cybersecurity precautions, we do
instrument for the cybersecurity precaution variable using the implementation variable. Table 1 shows
that in such a case, the estimated coefficient on cybersecurity precautions in negative and statistically
significant. This means that other things being equal, employing security precautions reduces the
probability of a cybersecurity incident.

Additionally, Table 1 shows that high-tech firms, international firms, firms that use cloud services,
and firms that use information about visitors’ behavior on its website are more likely to suffer an
incident than other firms - and that the effects are statistically significant.

We can use the coefficient estimates on security measures from the Instrumental Variable (IV) pro-
bit regressions to get some sense of the difference in the estimated probability of suffering an incident
for firms that employ controls vs. firms that do not employ controls. We find the following:

Additional summary data by industry and firm size are shown in Table 4 and Table 5.
Further, a specification test shows that the instrument is indeed exogenous.
For firms that engage in e-commerce, the estimated coefficient is nearly statistically significant.
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• For firms with significant revenues and firms with a large number of workers, but are not interna-
tional firms or high-tech firms, and do not have a “significant Internet presence” the use of four
key basic security precautions reduces the probability of a cybersecurity incident from 69% to
21%. These differences are large and suggest that firms that employ four important basic security
precautions greatly reduce the risk of suffering a security incident.

• For firms with significant revenues and firms with a large number of workers and with the highest
risks of an incident (high-tech firms, international firms, and firms with a significant Internet
presence), the use of all four basic security controls reduces the probability of a cybersecurity
incident from 94% to 70%.

These differences are large and suggest that firms that employing four important basic security
precautions or more than the mean number of security precautions greatly reduces the risk of suffering
a security incident.

5 Further Discussion

These findings have public policy implications since we provide the first empirical estimate of how
increased security precautions reduce the likelihood of experiencing cybersecurity incidents. While
cybersecurity experts have long recommended “best practices” for securing organizations, until now
such proclamations have lacked a solid empirical basis.

Of course, more work is needed to corroborate these findings and strengthen the empirical evidence
linking investment cybersecurity defenses to experiencing attacks. As good as these survey questions
are, it would be desirable to collect additional evidence such as direct observations of security con-
trol implementation and experiencing attacks. Such “triangulation” would strengthen the connection
between cyber investment and secure outcomes.

Additionally, more work is needed to connect the experience of cybersecurity incidents with the
harm they cause (i.e., the right side of the causal model in Figure 1). Establishing such connections
is hard for many reasons, including that fewer firms suffer harmful attacks and most cannot readily
quantify the harms imposed.

Our results also shed light on what precautions firms should take as well as what data should be
gathered moving forward. This can in turn guide firms as they consider how best to spend their limited
cybersecurity budgets. This is critical because while “reactive security” measures following incidents
are more common, less is done in terms of taking preventative (i.e., ex-ante) security measures.

Finally, Israel is country with an advanced cyber economy that can serve as a useful case study to
inform future efforts in larger economies like the United States.
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Figure 4: Incidents by use of basic controls and implementation of directives
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Table 1: Regression Results

12



Table 2: Correlations between key variables.
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Table 3: Summary Statistics by implementation of directives (std. dev. in parentheses)
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Table 4: Descriptive Statistics by Industry

Table 5: Descriptive Statistics by Firm Size
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