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Abstract
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precautionary behavior in credit markets. Using the 2017 Equifax data breach, we
show that individuals previously exposed to fraud are more likely to freeze their credit
reports and close credit card accounts than individuals previously not exposed to fraud.
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identity theft, are more likely to take precautionary actions than individuals exposed
to less serious fraud.
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1 Introduction

Events such as data breaches and identify theft are increasingly common occurrences that
expose an individual’s personal identifying information (PII) to outside parties and increase
the risk of fraud victimization and the misuse of personal information for affected individuals.
In 2020 alone, U.S. consumers filed over 2.3 million reports of identity (ID) theft or fraud with
the Federal Trade Commission’s Consumer Sentinel Network; 34% of victims reported losses.E]
However, despite this increased risk, previous studies have shown that many individuals
do not take steps to mitigate this risk, such as enrolling in credit monitoring or ID theft
protection services (Lillian et al.|2016; Ponemon Institute|2014; Brodkin 2007),E] Individuals
that do take action typically only do so after an incident has occurred (Zou et al,|[2018;
Romanosky et al.|2011)).

Motivated by this fact, we investigate if individuals who previously had their personal
information exposed to fraud take precautionary actions in consumer credit markets af-
ter a new negative shock to their personal information. To do this, we leverage the 2017
Equifax data breach, which exposed the sensitive personal information of 147 million U.S.
consumers—over 70 percent of the U.S. adult population. Given that the majority of ID
theft incidents involve either the misuse of existing financial accounts, such as credit cards,
or the opening of new accounts (Harrell, 2019), it is likely that individuals whose PII has
been exposed to criminals would respond by either closing accounts or taking actions to
prevent criminals from opening new accounts. Specifically, we consider the adoption of two
precautionary measures, placing a credit freeze and closing down credit card accounts, which
respectively help prevent new and existing account fraud.

To examine how the learning and availability effects jointly affect individuals’ response to
a data breach, we develop a stylized model of individual precautionary behavior, incorporat-
ing insights from the extant literature. We focus on individuals’ adoption of precautionary
measures that can help mitigate credit market fraud risks (specifically, credit freezes and
credit account closures). We hypothesize that prior fraud victims are the most likely to
take precautionary actions, as they have the lowest cost of taking action and the highest
perceived fraud risks. It is a priori unclear, however, whether prior breach victims would

be more likely to adopt precautionary measures than non-victims. On the one hand, prior

1See https://public.tableau.com/app/profile/federal.trade.commission/viz/
ConsumerSentinel/Infographic

?According to a 2016 Rand Corporation survey, only 3 in 5 individuals adopted the free protection
measures offered by a breached entity, and over 1 in 5 did not take additional precautionary steps to mitigate
fraud risks arising from the breach (Lillian et al.|2016]). A 2014 survey by the Ponemon institute found that
around a third of individuals simply ignored the breach notification letters they received and did nothing
(Ponemon Institute|2014.


https://public.tableau.com/app/profile/federal.trade.commission/viz/ConsumerSentinel/Infographic
https://public.tableau.com/app/profile/federal.trade.commission/viz/ConsumerSentinel/Infographic

breach victims are likely to have better knowledge of the precautionary measures available,
meaning that they face a lower cost and are more likely to take action. On the other hand,
they may assign a lower probability of fraud to a data breach, which lowers their likelihood
of adopting precautionary measures. Prior breach victims are more likely to take precaution
than non-victims if learning effect outweighs the availability effect ]

To empirically examine if consumers adopted these precautionary measures, we utilize
a large nationally representative data set of anonymized credit bureau records that also
contain information on credit report freezes and fraud flags. We use the detailed nature
of this data to identify three groups of individuals: individuals that were previous victims
of identity theft, individuals that were likely the victims of a prior data breach (the 2015
Anthem data breach), and individuals that did not experience either event (non-victims).
We then specify a series of difference-in-differences (DID) models to compare how each of
our prior victimization groups responded to the Equifax data breach announcement relative
to the non-victims. Consistent with our hypothesis, we find that prior fraud victims are 0.1
to 0.25 percentage points (relative 25%) more likely to place a credit freeze than non-victims,
but do not close more card accounts than non-victims. For prior breach victims, we find that
they are 0.1-0.3 percentage points (relative 30%) more likely to place a credit freeze than
non-victims and actually close fewer card accounts than non-victims in the quarters after
the Equifax breach announcement. This suggests that for prior breach victims, the learning
effect for credit freezes from exposure to the Anthem breach outweighed the availability effect
of the non-occurrence of fraud, while the availability effect dominates the learning effect for
the closure of credit card accounts.

Finally, we compare the response of prior ID theft victims to prior data breach victims to
the Equifax breach announcement. We find that although past ID theft victims placed fewer
new freezes than prior breach victims in the quarter of the breach announcement, prior 1D
theft victims placed more new freezes overall (from the second quarter following the breach
announcement till the end of our sample). We also find that prior ID theft victims closed
on average 7.5% more credit card accounts compared to Anthem breach victims, though the
coefficients are noisily estimated.

Our work contributes to the literature on consumer responses to data breaches. Prior
research has found that some individuals adopt precautionary measures after falling victim
to a data breach. For instance, Turjeman and Feinbergl (2019) found that the victims of a

prominent dating site data breach took a number of steps, such as removing photos from

3We conjecture that most consumer learning takes place during the first few exposure to data breaches
(that compromised similar types of data). Prior to the Equifax breach, a relatively small share of individuals
have been exposed to data breaches involving sensitive personal data such their social security number.
Thus, we expect the learning effect from such breaches to be relatively strong.



their profile pages, to protect their identities in the aftermath of the breach. Specific to
the context of credit markets, [Mikhed and Vogan| (2018)) examine individuals’ precautionary
behavior following the 2016 South Carolina Department of Revenue data breach and found
that residents of South Carolina were briefly more likely to sign up for precautionary mea-
sures, such as initial fraud alerts and credit freezes, compared to residents of neighboring
states.

Researchers have also identified several factors that may affect individuals’ response to a
data breach. These factors include the effectiveness with which the breached entity communi-
cates the breach and available protective measures (Zou et al.[2019), individuals’ knowledge
of available protective measures (Zou et al. 2018)), the presence of overlapping protective
measures (Zou et al.|2018; |Lillian et al.| 2016)), the cost of adopting these measures (Zou
et al.[2018; |[Romanosky et al.|2011]), and behavioral factors, such as the underestimation of
the probability of falling victim to fraud (optimism bias), preference for remaining in the
status quo, acting only after fraud has occurred (status quo bias), and the desensitization to
data breaches due to breach or notification fatigue (Zou et al. 2018} |Romanosky et al.|2011]).

We extend the existing literature by exploring how individuals’ past experiences with
fraud affects their’ responses to a (future) data breach. We focus on two channels through
which prior exposure to fraud or heightened fraud risks (specifically, following a data breach)
may affect individuals’ future precautionary responses. First, past exposure may raise in-
dividuals’ awareness of the precautionary actions available to them, thereby reducing their
cognitive costs of taking action. Individuals may have researched or received information
(for instance, in a breach notification letter) about precautionary measures they could adopt
during past events. [Zou et al.| (2018) found in their interview study that most individuals
were either unaware of or misunderstand common protective actions such as placing fraud
alerts and credit freezes, implying that individuals may face high cognitive costs of taking
protective actions. Moreover, the interviewees who were able to correctly describe these mea-
sures have all been offered these services in a previous data breach. This finding suggests
that individuals may learn about precautionary measures from past exposure, which lowers
their costs of taking action in response to a future event, making them more likely to adopt
protective actions/]

Given these results, we argue that prior fraud victims are likely to have lower costs of
adopting precautionary measures than prior breach victims. Because fraud is more salient

to fraud victims than breach victims, past fraud victims are likely to have not only a greater

4Studies in the preventative healthcare literature have also found similarly effects of learning from past
exposure—past exposure to an illness personally or via a first-degree relative increases individuals’ awareness
of preventative health measures available (Baer et al.|[2010 and Mouchawar et al.||1999.



awareness of protective measures available, but also practical experience with taking these
measures. Their experience with adopting precautionary measures in the past further lowers
past fraud victims’ costs of taking precaution in response to future fraud or breach events.

Second, past exposure to fraud or heightened fraud risks may affect individuals” perceived
fraud risks and thus their expected losses from a future exposure to a data breach. The
average individual is unlikely to know the true risks of experiencing fraud, conditional on
falling victim to a data breach. Instead, they may rely on the availability heuristic to help
them determine fraud risks, assigning higher risks to an event that is more salient or that they
can more easily recall or imagine happening to them and vice-versa (Tversky and Kahneman
1974). Prior to any exposure to an event, individuals are likely to assign low probability
to the event, as it is not highly available in their minds. In other words, their initial or
baseline perceived risk is small. Exposure to an event in the past is likely to increase the
salience and availability of the event for individuals, implying that they are likely to assign
a higher probability to the event. Consequently, we expect individuals to assign different
probabilities to an event depending on their past exposures.

Past exposure to fraud and past exposure to a data breach only may have opposite
effects on individuals’ perceived breach-related fraud risk. Past exposure to fraud increases
the availability of fraud, thereby raising the probability that fraud victims assign to the
occurrence of fraud (both generally and conditional on exposure to a data breach). Past
exposure to a data breach, in contrast, raises victims’ perceived probability of data breaches
but may lower the perceived probability of fraud occurring due to a data breach. These
effects imply that past fraud victims are likely to assign the highest fraud risk to a data
breach, while past breach victims may assign lower fraud risk than non-victims (individuals
who have not to exposed to fraud and data breaches in the past).

The remainder of this paper is structured as follows. Section 2 provides a brief back-
ground of the Equifax data breach and initial evidence that individuals considered adopting
precautionary credit market measures following the breach. Section 3 presents our theoreti-
cal framework for examining consumer precautionary actions. In section 4, we describe our
data and sample construction, and in Section 5, we present our empirical specifications and
our findings. Section 6 discusses other types of precautionary measures that individuals may

adopt, and Section 7 concludes.



2 The Equifax Data Breach

2.1 Background

Equifax is one of the three major credit bureaus (also known as credit reporting agencies) in
the United States. Credit bureaus collect information about individuals’ credit accounts (for
example, account balances, payment histories, credit limits, debt collections, and bankrupt-
cies) from various third-parties including, banks, credit card companies, telecommunications
and utilities companies, and landlords. Each credit bureau then compiles and maintains the
information it has collected on an individual in a credit bureau file (or a credit report), which
creditors and lenders can access and use for evaluating the individual’s credit worthiness.
Any individual who has used a credit product (for example, credit card, student loan, auto
loan, and mortgage) almost certainly has a credit report at one or more of the three major
credit bureaus. According to a 2015 study by the Consumer Finance Protection Bureau, the
vast majority of adults (approximately 89 percent) in the United States has a credit report.

On September 7, 2017, Equifax publicly announced that it has suffered a data breach,
potentially impacting 147 million individuals—the vast majority of adults—in the United
States| Equifax revealed that hackers had gained unauthorized access to some of its data
from mid-May through July 2017. The company detected the intrusion on July 29, 2017
and was able to identify and patch the vulnerability that the hackers had exploited to gain
access to its system. The information the hackers accessed included names, SSNs, birth dates,
home addresses, and, in some cases, driver’s license numbers. Additionally, the hackers also
obtained the credit card numbers of about 209,000 individuals and dispute documents with

personal identifying information of about 182,000 individuals.

2.2 Individuals’ Precautionary Behavior Following the Breach

The Equifax data breach placed affected individuals at heightened risks of ID theft and
fraud. For instance, criminals may use the data stolen from Equifax to open new accounts
(new account fraud) or take out additional credit on an existing account under an individ-
ual’s name (existing account fraud). Following the announcement of the Equifax breach,
many consumer protection groups, state Attorney Generals, and security experts recom-
mended affected individuals to adopt precautionary measures to protect themselves against
the increased fraud risks.

Given the severity of the data breach and the recommendations for individuals to take

precautionary actions, we may expect many individuals to have adopted measures to miti-

5This number was later revised to 147 million individuals.



gate the fraud risks arising from the breach. Google search trend data indicate an increase
in search interest in precautionary measures that can help reduce fraud risks following the
breach announcement, suggesting that many individuals were considering adopting these
measures. Figure [l shows the Google search trends for three commonly recommended pre-
cautionary measures—credit freeze, credit monitoring, and fraud alert—in the U.S. between
June and December 2017. Search interest in the above fraud protection measures increased
sharply in the week following Equifax’s breach announcement and began falling the week
after. The timings of the rise and fall in levels of search interest for these terms strongly sug-
gest that the spikes in interest for the above fraud protection measures were induced by the
breach announcement. The term credit freeze saw the biggest and most persistent increase
in search interest (from the pre-breach announcement period) after the announcement of the
breach, which appears to be consistent with the strong emphasis that consumer protection
agencies, state Attorney Generals, security experts, and the media placed on credit freezes

as a precautionary measure.

Figure 1: Google Search Interest Over Time: credit freeze, credit monitoring, and fraud
alert

Equifax breach announced.
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Notes: Authors’ calculations using data from Google trends from June 2017 to December 2017. Scale
represents search interest relative to the highest point on the chart for the given time period.

Individuals’ decision to adopt precautionary measures may be influenced by a number
of factors. In this paper, we are interested in individuals’ past experiences of fraud and
data breaches as a factor that may affect individuals’ decisions. Past exposure to fraud and

data breaches may influence how individuals perceive the risks and losses from these events



and may also affect their cost of adopting precautionary measures. To better understand
the effects of past exposure to these events on individuals’ precautionary behavior following
the Equifax breach, we develop a simple theoretical framework, which we present in the
next section. Using our model, we formulate hypotheses on individuals’ adoption of these
precautionary measures. We then test our hypotheses empirically using credit bureau data,

which we describe in Section 5.

3 A Descriptive Model of Consumer Precautionary Credit
Market Action

3.1 Basic Setup

Consider a setting where we have a unit mass of individuals that are in the credit market for T
periods. At every period ¢t < T, individuals have to decide whether to adopt a precautionary
measure j to reduce potential losses due to fraud of type k € [New Account, Existing Account]
in the credit market, if they had not already done solf] Suppose that at every period ¢, an
individual 7 perceives the probability of fraud to be P;; and draw their potential fraud losses,
L;, from a continuous distribution G. Let 77 denote the effective of measure j at reducing
an individual i’s expected fraud losses and Cij t denote the cost of adopting precautionary
measure j in period t. Individual ¢ would choose to adopt a measure j if the benefit of doing
so exceeds the cost; that is,
TPFL, > 7.

Put differently, for a given set of parameter values, individuals would adopt precautionary

measure j if their potential fraud losses are sufficiently large. The probability that individual

, v
J 1 __ it
S =1 G(T”Dﬁ).

If individuals were informed about fraud risks (i.e., their perceived fraud risk matches

1 adopts is given by:

the true fraud risk, Pk) and were fully rational, their decision on whether to adopt the
precautionary measure would optimal. In reality, however, individuals often do not know
what the true probability of fraud is, and they are boundedly rational. Fraud may be

considered a relative low-probability event. Existing research on consumer decision making

SFor precautionary measures that stay in place unless the individuals choose to remove them, we assume
the cost of taking those precautionary measures to be zero in the periods following the initial placement of
the measures.



has found that individuals do not always seek out information about the likelihood of low-
probability events; instead, they tend to rely on heuristics to determine the probability of
these events, and their decision processes are often subject to judgment biases (Camerer and
Kunreuther||1989). A well-known heuristic that individuals may use to assess the probability
of an event is the availability heuristic[[| Using this heuristic, individuals assign higher
probabilities to events that they can easily recall or imagine happening to them. Individuals’
assessment of fraud risks may also be subject to an optimism bias; that is, they believe that
fraud would not befall them.

Let PY denote individuals’ perceived probability of fraud at ¢t = 0, before they were
exposed to fraud or heightened fraud risks. Given that fraud can be considered a relatively
rare event, we postulate that individuals are likely to underestimate this risk. Prior to any
exposure to fraud, individuals are likely to find it difficult to imagine fraud occurring to
them (low availability of fraud events in individuals’ minds) and may be overly optimistic
about their chances of not experiencing fraud (optimism bias). These behavioral factors tend
to lead individuals to underestimate the true fraud risks (P¥ is close to 0), implying that
boundedly rational individuals are less likely to adopt a precautionary measure than fully
rational individuals.

Individuals’ lack of knowledge and awareness of the precautionary measures they can
adopt further lowers the likelihood that individuals would take action prior to any exposure
to fraud or fraud risks. Their lack of knowledge translates into a high (non-monetary) cost of
taking action; that is, their cost of taking action j at ¢t = 0, C’g, is very high. For simplicity,
we assume that PF is sufficiently small (or CY sufficiently high) such that individuals do not

find it optimal to adopt any precautionary measure in the absence of a shock.

3.2 Past exposure and consumers’ response to a data breach

Suppose that at t = T”, all individuals are exposed to a data breach. Exposure to the data
breach (objectively) increases the likelihood of fraud, which causes individuals’ perceived
fraud risk to jump up. The exposure also increases the saliency of fraud events, which may
further increase individuals’ perceived fraud risks. Consequently, individuals are more likely
to adopt precautionary measures than in the absence of a shock, independent of their past
experience.

Individuals’ past experience with ID theft or a data breach can affect how much more (or

"Studies in the field of natural disaster risk mitigation have found that the use of the availability heuristic
to assess the risk of natural disaster helps to explain the pattern of individuals’ adoption of precautionary
measures (Kunreuther [2006). Since natural disasters and credit market fraud are similar types of events
(adverse events with low probability of occurrence but potentially high losses), we believe that individuals
are also likely to rely on the availability heuristic to judge the risks of credit markets.



less) likely they are to adopt precautionary action in response to the new data breach than
unexposed consumers through two channels. The first channel is consumers’ perceived fraud
risk (via the availability effect). Suppose that at t = 7" < 7", some individuals were exposed
to ID theft and some others were exposed to a data breach (but did not experience fraud).
Past ID theft (fraud) victims are likely to perceive the risk of fraud to be higher (in general)
than those that have not been exposed to fraud because fraud events are more available to
them | These individuals are therefore more likely to have the highest perceived fraud risk
following the new breach at t = T” compared to other individuals. Interestingly, whereas the
occurrence of fraud is a highly available event for past ID theft victims, the reverse is true for
past data breach victims who did not experience fraud as a result. These past data breach
victims are likely to recall that no fraud occurred the last time their data was breached and
assign a lower probability to fraud occurring following the new breach than past ID theft
victims, as well as previously unexposed individuals (or non-victims). We thus conjecture
the ordering of perceived fraud risks after the new breach to be lef;,F > P}],’,k =P} > Pf,}k.

A second channel through which past exposure may affect individuals’ response to a
data breach is the cost of adopting precautionary measures. Prior breach and fraud victims
may face lower (non-monetary) costs of adopting precautionary measures following the new
breach, because they may have learned about the measures that are available and how to
sign up for them from their past exposure to fraud or fraud risks. We argue that past
ID theft victims are likely to have lower costs of taking precaution at ¢ = T” than past
breach victims as ID theft victims are likely to have both greater awareness of the actions
available and practical experience with taking these actions. Put differently, past ID theft
victims are likely to have learned more from their prior exposure regarding the adoption of
precautionary measures than past breach victims. We therefore postulate that E(C )JTf <
E(C)Y < E(C) = ¢y,

All else equal, the availability and learning effects from past exposure imply that past
ID theft victims are most likely to take action in response to the new breach. ID theft
victims are likely to have both the highest perceived fraud risk and the lowest cost of taking
action. Whether data breach victims may be more or less likely to take action relative to
non-victims is a priori ambiguous. Prior breach victims are likely to assign lower fraud risks
to the new breach than non-victims, as their past exposure to a breach did not lead to fraud.
However, they are also likely to have a lower cost of taking precaution than non-victims
due to learning from their past exposure. Prior breach victims are more likely to adoption

precautionary following the new breach if the learning effect dominates the availability effect,

8Events that have been personally experienced by individuals tend to be more available to them (Kah-
neman [2011)).
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and vice-versa.

Assuming for simplicity that no individuals have a precautionary measure in place at
the start of t = T”, we therefore hypothesize that prior fraud victims are more likely to
adopt a new precautionary measure following the new breach than prior breach victims and
previously unexposed individualsﬂ However, we are unable to formulate a hypothesis on prior
breach victims’ uptake of a new precautionary measure relative to unexposed individuals,
as we do not have a strong prior on whether the learning effect or the availability effect
would dominate. We leave the direction of the difference in the adoption rates of a new

precautionary measure between the two groups open for empirical investigation.

4 Data and Sample Selection

4.1 Data Description

To empirically examine how individuals previously exposed to fraud react to the Equifax
breach announcement, we use data from the Federal Reserve Bank of New York Consumer
Credit Panel/Equifax (CCP). The CCP data set is an anonymized 5 percent random sample
of all U.S. individuals with a credit bureau record. To be included in the data set, individ-
uals must have a social security number and at least one public record or credit account|"]
The CCP is an unbalanced panel that follows individuals at a quarterly frequency and is
constructed so that (1) new individuals are included over time as they open their first credit
account or gain their first public records and (2) are dropped from the sample when they
die or experience a prolonged period of credit market inactivity. The sample is designed in
this way to mirror the entry and exit dynamics in the general credit bureau data population
(Lee and van der Klaauw|[2010)).

The CCP data is then merged with an unique data set of anonymized fraud alert in-
formation obtained by the Consumer Finance Institute from Equifax. This data contains
detailed information on the type of fraud alert filed, the status of the alert, and utilization of

other services such credit freezes and opt-outs from pre-screened credit offers. Importantly,

9The probability that a individual has a precautionary measure in place at the start of t = T” is likely
to be non-zero for prior ID theft and prior breach victims. In particular, between the two groups, we may
expect past ID theft victims to have a higher probability of having a measure already in place. However, we
believe that our assumption that no individuals have any precautionary measures in place will not invalidate
the analysis. Our assumption makes the hypothesis on past ID theft victims uptake of a new precautionary
measure harder to satisfy. Thus, if our empirical findings confirm our hypothesis, we would have an even
stronger case that past ID theft victims are more likely to adopt a new precautionary measure than past
breach victims and previously unexposed individuals.

10Pyblic records include adverse events such as bankruptcy declarations or tax liens.

11



we also observe the month and year of the placement of both the fraud alerts and credit
freezes, allowing us to more precisely measure when individuals take these measures.

We also utilize additional anonymized data on individual credit card accounts (tradelines)
for individuals in the CCP. This dataset contains detailed disaggregated information on up
to 10 credit card accounts for every individual in the CCP, though the periodicity of the data
has changed over time. Tradeline data is available from 2017 to 2018 at quarterly frequency
and is available at a semiannual frequency from 2014 to 2016. For each account, we can
observe the date it was opened, its payment status, current balance and limit, and the date
of last activity on the account. We also observe contextual information for each account in
the form of ‘narrative codes.” For example, narrative codes can indicate if an account is part
of a bankruptcy proceeding or if the account has been closed. Since both the main CCP
and fraud alert data (both anonymized) is at the individual-quarter level, we aggregate the
tradeline data up to the individual level. We provide more details on the use of the credit

card tradeline data in the appendix.

4.2 Sample Construction and Identifying Individuals Exposed to
Fraud

To form our analytical sample, we merge all three data sets together from the years 2014 to
2018. We drop any individuals under the age of 18 or were recorded as being deceased at
any point during our sample period. We also drop any individual with fewer than four total
observations across the sample period to mitigate any problems due to ‘fragment’ files in
the credit bureau dataE] After these restrictions, we are left with approximately 12 million
unique individuals.

To test our hypotheses on how prior exposure to fraud affects individuals’ credit market
behavior, we identify three sets of individuals in the CCP data. The first two groups are
our treatment groups: (1) individuals who have previously experienced fraud in the form of
severe 1D thefts and (2) those individuals who have faced heightened risks of fraud due to
their exposure to the 2015 Anthem data breach (which we will elaborate on shortly). The
third group is our control group, which is comprised of individuals who were not exposed to
either severe ID theft or the Anthem data breach. We describe in detail how we identify our

treatment groups in the following subsections.

HEragment credit bureau records occur when new records are created and then subsequently merged with
pre-existing records when a credit bureau discovers that the two records belong to the same individual.
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4.2.1 Prior fraud exposure: Severe ID theft victims

To identify past victims of fraud, we use the extended fraud alert flags in the CCP data
supplement, which is a strong indicator of being a victim of severe ID theft. Under the Fair
and Accurate Credit Transactions Act (FACTA), the presence of an extended fraud alert on
an individual’s credit report requires potential creditors to perform stringent identification
verification requirements before extending credit to that individual. When filing an extended
fraud alert, the individual must specify a telephone number or other reasonable contact
method as part of the alert documentation; all creditors must contact the individual by the
method specified in the alert to verify the individual’s ID when receiving an application for
credit. Once placed, the extended fraud alert remains on the individual’s credit reports for
seven years (unless the individual chooses to remove it beforehand) instead of oneF_ZI

We believe that the placement of an extended fraud alert flag in an individual’s credit file
is an excellent proxy for severe ID theft victimization. Placing an extended fraud alert in a
credit bureau file is an elaborate filing process, as the alert filer is required to submit either
a police report or an ID Theft Report (ITR) to place the alert in their credit file. An ITR
requires detailed information on the accounts that were compromised and accompanying
evidence of ID theft or fraud. Providing such evidence entails both time and effort, and
individuals face criminal penalties for falsifying information in these reports. Because of
these requirements, filers of extended alerts are unlikely to place alerts in their credit bureau

files based simply on worries or as a precaution/”|

4.2.2 Prior exposure to the risk of fraud: 2015 Anthem data breach victims

Anthem Inc. (hereafter, Anthem) is one of the largest health insurers in the United States.
Anthem offers private insurance plans through the Blue Cross (BC) and Blue Cross Blue
Shield (BCBS) networks, as well as managed care plans (Medicaid). As of the end of 2014,
Anthem and its affiliates served over 71 million individuals from all across the country. It
offered private insurance plans in 14 states, operating as Anthem Blue Cross, Anthem Blue
Cross Blue Shield, Blue Cross Blue Shield of Georgia, or Empire Blue Cross Blue Shield,
and provided managed care plans in 19 states and the District of Columbia through its
subsidiaries, such as Amerigroup and UniCare.

In late January 2015, Anthem discovered that hackers had gained unauthorized access to

12 Additionally, an extended fraud alert removes the individual’s credit file from lists of prescreened credit
and insurance offers for five years.

13Using the same CCP data, Blascak et al. (2021) show that credit market behavior consistent with fraud,
such as the opening of new accounts and changes of addresses, increase right before or concurrently with the
placement of these flags.
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one of its databases, which contained personal information, including names, dates of birth,
social security numbers, home addresses, email addresses, and employment information of
approximately 80 million customers and employees, dating back to 2004. On February 4,
2015, Anthem announced the data breach and began mailing out notification letters to
individuals affected by the breach. In response to the breach, the company offered two-year
free credit monitoring, child ID protection, and ID theft reparation services, which affected
individuals could sign up for beginning February 13, 2015/

The likelihood of exposure to the Anthem breach varies by state, depending largely
on Anthem’s share of the insurance market in a given state. To identify how each state
was affected by the breach, we gather data on the states where Anthem operated in 2015
(especially where it offered both BC or BCBS plans and Medicaid plans), and data on the
number of individuals affected by the Anthem breach in each state[l] Using this information,
we identify a group of states that were most affected by the breach (defined as having more
than 25% of the state’s population having been a victim) and a group of states that were
least affected by the breach (defined as having less than 5% of the state’s population reported
being a victims). Table 1 provides a breakdown of these states. We define individuals living
in the most exposed states each as individuals affected by a prior data breach (“prior data
breach victims”).

In Appendix section C, we provide event study results similar to those reported in Section
5.1 to demonstrate that individuals living in states that were most exposed to the Anthem
data breach were more likely to respond to the announcement of the breach when compared

to individuals living in states that were the least exposed.

4.3 Summary Statistics

As mentioned in section 2.2, we are interested in two specific measures of precautionary
behavior in credit markets: the likelihood of placing a new credit freeze and the number of
closed credit card accounts. Table 2 provides the summary statistics of these precautionary
credit market measures for prior fraud (ID theft) victims, prior data breach victims, and for
the entire sample (including non-victims). The prevalence of having a credit freeze prior to

the Equifax breach is very low, with less 1% of all individuals having an active freeze. This

14\We chose to focus on the Anthem breach for a few reasons. First, it was one of the largest data breaches
in pre-Equifax breach period. Second, the types of data compromised in the Anthem breach are similar to
those exposed in the Equifax breach. Thus, the knowledge and practical experience that individuals may
gain from dealing with exposure to the Anthem breach are likely to be relevant in the case of Equifax’s
breach.

15We collect data from news reports and press releases (whenever available). For states in which the victim
count were not publicly reported, we contacted the state’s attorney general’s office or insurance department
to request for the information.
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Table 1: Anthem Breach: Most and Least Affected States

Most Affected States

State Number of Victims State Population % Affected
California 13,500,000 38,918,045 34.69%
Connecticut 1,700,000 3,587,122 47.39%
Georgia 3,700,000 10,178,447 36.35%
Indiana 4,500,000 6,608,422 68.09%
Maine 531,000 1,328,262 39.98%
Missouri 2,000,000 6,071,732 32.94%
New Hampshire 668,000 1,336,350 49.99%
New York 5,023,000 19,654,666 25.56%
Virginia 3,770,000 8,361,808 45.09%
Least Affected States

State Number of Victims State Population % Affected
Alaska 34,000 737,498 4.61%
Colorado 19,700 5,450,623 0.36%
Hawaii 18,000 1,422,052 1.27%
linois 215,000 12,858,913 1.67%
Montana 48,000 1,030,475 4.66%
New Jersey 209,000 8,867,949 2.36%
New Mexico 11,600 2,089,291 0.56%
North Dakota 27,000 754,066 3.58%
Oklahoma 100 3,909,500 0%
Utah 10,956 2,981,835 0.37%
West Virginia 220 1,842,050 0.02%

Note: Authors’ calculations based on statistics from state websites, press articles, and correspondence from
states’ Attorney Generals offices. Population data as of 2015.

percentage increases by a factor of 4 (from 0.7% to 2.8%) after the breach. We also observe
very few credit cards being closed on average (0.039 accounts in the pre-breach period),
though the percent of individuals having closed a card is between 10-15%. Unsurprisingly, we
observe relatively large differences in the means of our outcome variables of interest between
our two groups of prior fraud victims. These gaps are unsurprising given the differences in
severity of the prior victimization.

To explore whether individuals took precautionary actions following the breach, we ex-
amine how our two precautionary credit market variables evolved over time. To do so, we
use a standard event study methodology to examine how individuals’ adoption of precau-
tionary measures changed in each time period before and after the breach announcement.

Specifically, we estimate the following equation from the first quarter of 2016 to the fourth
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Table 2: Summary Statistics

Panel A: Full Sample

Pre-Equifax Breach
Average (S.D.)

Post-Equifax Breach
Average (S.D.)

Number of bank cards 2.22 (2.32) 2.32 (2.39)
Number of closed bank cards 0.039 (0.21) 0.041 (0.22)
Number of inquiries 0.554 (1.06) 0.500 (0.97)
% with a freeze 0.7% 2.8%

% with a closed credit card account 11.0% 11.8%
Number of individuals 12,062,423

Panel B: Prior Fraud Victims

Number of bank cards 2.14 (2.39) 2.33 (2.53)
Number of closed bank cards 0.048 (0.24) 0.052 (0.25)
Number of inquiries 0.988 (1.68) 0.849 (1.47)
% with a freeze 3.8% 6.4%

% with a closed credit card account 14.7% 15.1%
Number of individuals 37,886

Panel C: Prior Breach Victims

Number of bank cards 2.46 (2.43) 2.61 (2.52)
Number of closed bank cards 0.040 (0.22) 0.042 (0.22)
Number of inquiries 0.500 (0.97) 0.456 (0.89)
% with a freeze 1.0% 3.5%

% with a closed credit card account 11.7% 12.3%
Number of individuals 3,329,793

quarter of 2018:

Yir = I + X3 4 0; + 75 + €

16

Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax. Sample is from Q1:2016 to Q4:2018.

(1)

where y;; is the precautionary credit market measure of interest and II; is a vector of time
dummy variables extending from six quarters before to six quarters after the Equifax breach
announcement. Our omitted period is the 2nd quarter of 2017, which means that the es-

timated effects of the time dummies are relative to the quarter before the breach was an-



nounced. We include the county unemployment rate, county share of nonwhite, county total
population, and age bin dummy variables as controls in the vector X;;. We also include
state fixed effects, v, and individual fixed effects, §;. Standard errors are clustered at the

individual level.

Figure 2: Consumer Response to the Equifax Breach
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Figure [2| presents the results of our simple event studies. Panel A of Figure 1 shows that
the probability an individual would place a new credit freeze on their Equifax credit report
increased sharply during the quarter of the breach announcement by 1 percentage point
(a relative 142% increase) and remained elevated, though at a lower rate, from the fourth
quarter of 2017 through the end of 2018. In Panel B, we see that the number of closed bank
card accounts did not immediately respond during the quarter of the breach announcement.
However, the average number of closed card accounts dips slightly one quarter after the
announcement and then increases by 0.006 accounts (a relatively 14% increase) starting in
the first quarter of 2018, and remains elevated for the rest of the year. We do note that
there is evidence of a significant pre-trend in the quarters prior to the Equifax breach, and
it is plausible that the increase in number of closed account is an increase in the pre-existing
trend.

Overall, these figures show that consumers took precautionary actions in response to
the Equifax breach. Interestingly, these general results differ from the prior literature in
that we observe persistent, elevated effects for our precautionary effects after the breach
announcement. For example, Mikhed and Vogan (2018) found that after a serious data

breach in South Carolina in 2012, there was increased uptake of credit freezes, but this only
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lasted for two quarters after the breach announcement.

5 Past Fraud Exposure and Individuals’ Response to
the Equifax Breach

Having established that individuals, on average, took precautionary actions following the
Equifax breach announcement, we now examine how prior exposure to fraud or the risk of
fraud (i.e. prior exposure to a data breach or prior id theft victimization) affects individuals’
responses. Specifically, we aim to (1) test if our hypothesis that prior fraud victims are more
likely to adopt both precautionary measures than prior breach victims and non-victims and
(2) examine if prior data breach victims are more or less likely to take up precautionary

measures than non-victims.

5.1 Estimating Changes in Precautionary Behavior by Prior Fraud

Exposure

To estimate how different types of prior fraud exposure affect precautionary credit market
behavior, we examine how each prior exposure group responded to the Equifax data breach
announcement relative to our control group of non-victimized individuals in a difference-
in-differences (DID) framework. In addition to examining how each prior fraud exposure
group responds to the Equifax breach relative to non-victims, we also directly compare prior
fraud victims to prior data breach victims. Based on our conceptual framework presented in
Section 3, we may expect prior fraud victims to take up precuationary measures at a higher

rate than prior breach victims. Our DID estimating equation takes the following form:
Yio = o+ (g X D)W + ay Dy + T1; + X382 + 05 + e + €it (2)

where D; = 1 if the individual belongs to the treated group as defined for each of the
hypothesis above and I, Xj, d, and 7y are as defined in Equation (1). The vector ¥ contains
the coeflicients of interest on the interaction terms of the treatment indicator variable D; and
the time dummy variables II;. We cluster our standard errors at the individual level. The
identifying assumption for our DID specification is that absent the Equifax data breach, our
outcomes of interest for the treatment and control individuals, conditional on our control
variables, would have trended similarly over time. We provide evidence that our outcomes
meet the parallel trends assumption in the form of event study plots in Figures 3 to 5. In

the appendix, we also report estimates of DID coefficients where we pool the individual time
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periods into short-run and long-run dummy variables in Tables A1 to A3.

Results from estimating Equation (2) for individuals with prior exposure to ID theft are
presented in Figure[3] Panel A shows that compared to non-victims, previous ID theft victims
have a 0.1 percentage point higher likelihood of placing a new credit freeze in their credit
report in the quarter immediately after the Equifax breach, and this likelihood increases
to over 0.25 percentage points by the third quarter after the breach. In percentage terms,
prior fraud victims were 25% to 66% more likely to place a new credit freeze relative to their
pre-Equifax breach mean in the quarters after the breach announcement. In panel B, we
see that there is relatively little change in the number of closed bankcard accounts after the

breach.

Figure 3: Equifax Breach Results: Prior Fraud Victims vs Non-Victims
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Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel /Equifax.

Figure [4] shows the results for individuals who had been previously been exposed to the
2015 Anthem breach relative to non-victims. We can see that there is a large, statistically
significant increase in the probability of placing a new credit freeze (0.3 percentage points, or
a 30% increase) in the quarter of the breach announcement, which is three times larger than
the response of prior ID theft victims. This probability remains elevated for the following
two quarters, but returns to zero by the end of our sample period. For the number of
closed accounts in panel B, we see that prior breach victims close fewer accounts after the
breach compared to non-victims, with a decline of 0.002 accounts (a relative 5% decline)
in the quarter immediately after the breach. This downward trend continues through the
remaining five post-breach quarters, which is in contrast to the behavior we observe from

prior ID theft victims, who closed accounts at the same rate as non-victims in the post-breach

19



period.
Figure 4: Equifax Breach Results: Prior Breach Victims vs Non-Victims

Panel A: Probability of Having a New Credit Panel B: Number of Closed Credit Card Ac-
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In Figure [0, we directly compare prior ID thefts to prior breach victims to see if their
responses to the Equifax breach are statistically different from each other. To do this, we
redefine D; in Equation (2) so that D; = 1 if an individual was a prior ID theft victim and
D; = 0 if an individual was a prior breach victim. In panel A, we see that before the Equifax
breach, both groups of individuals placed new freezes in their credit reports at the same
rate. In the quarter of the breach (Q3 2017), previous ID theft victims placed new freezes
at a lower rate than previous breach victims by 0.2%. However, in the quarters after the
breach, the relationship reverses and previous ID theft victims place freezes at a higher rate
than previous breach victims by a similar magnitude, with the effect persisting until the end
of our sample. This immediately reversal is consistent with the summary statistics, where
prior fraud victims have a higher rate of freeze placement than prior breach victims.

Panel B shows that after the breach, prior ID theft victims closed 0.003 more accounts (a
7.5% increase relative to the prior breach group’s pre-breach mean) on average than for prior
breach victims in the quarters after the Equifax breach. However, we note that our event
study coefficients are estimated noisily, and we cannot rule out a zero effect. Our short-run
and long-run DID coefficients in Appendix table A5, where we pool all post-breach time
periods into two separate post period dummy variables, are more precisely estimated and
indicate that prior fraud victims close more accounts both shortly after the breach and up
to one and half years later.

Overall, our estimates are consistent with our theoretical framework, which predicts that
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Figure 5: Equifax Breach Results: Prior Fraud Victims vs Prior Breach Victims

Panel A: Probability of Having a New Credit  Panel B: Number of Closed Credit Card Ac-
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Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax. Results are for prior ID theft victims relative to prior data breach victims (the control
group).

prior ID theft victims are more likely to take precautionary actions than prior breach vic-
tims, and that both types of prior fraud victims would take more action than non-victims.
In addition, the magnitude and persistence of our results, when compared to the previous lit-
erature, shows that individuals had a more persistent precautionary response to the Equifax

data breach when compared to prior data breaches.

5.2 Robustness Checks

In Appendix Figures A2 to A4, we plot event study coefficients for two related credit market
variables: the number of inquiries and the number of new accounts opened. While they
are not a direct indicator of precautionary behavior by themselves, when combined with
our main measures, declines in either/both would provide some supporting evidence that
individuals increased their precaution following the Equifax breach. More specifically, to
reduce the likelihood that they experience fraud, individuals may take more passive actions
like reducing their demand for credit, which can be measured by the number of applications
sent or the number of new accounts opened. Appendix Figure A2 shows the results for
prior ID theft victims vs non-victims, Appendix Figure A3 shows the results for prior breach
victims vs non-victims, and Appendix Figure A4 shows the results comparing prior fraud
victims and prior breach victims. Results for inquiries in all three figures have positive pre-

trends. For number of new accounts opened, we see that fraud victims open fewer accounts
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that non-victims, while prior breach victims open more new accounts. When comparing
the two groups, we see that prior fraud victims open fewer new accounts than prior breach

victims after the Equifax breach.

6 Discussion

6.1 Other Types of Precautionary Measures

In addition to the two measures examined in this paper, individuals may also adopt a number
of other precautionary measures, including purchasing credit monitoring services and signing
up for initial fraud alerts. Unlike placing a credit freeze or closing credit card account, which
are proactive measures that can prevent fraud from occurring, these measures are passive
and do not prevent fraud from occurring. Instead, these measures help alert individuals to
fraud that has already arisen, enabling individuals to act to stop current fraudulent activity
and prevent further fraud from occurring.

Credit monitoring services are commercial services that help individuals watch their
credit reports for changes and activities, such as new account openings and credit inquiries,
notifying individuals whenever any change or activity occurs. These notifications may serve
as early warnings of potential fraudulent activities—specifically, when individuals are alerted
to changes or activities that they did not initiate—thereby enabling individuals to act to
prevent the fraud or limit their losses. That said, credit monitoring services do not help
to prevent fraud, as they do not restrict creditors’ access to individuals’ credit reports.
Individuals may purchase credit monitoring services from any of the three major credit
bureaus, as well as third-party ID theft protection companies, such as LifeLock or ID Guard.
Breached entities often offer affected individuals one to two years of free credit monitoring
services. In Equifax’s case, the company offered all affected individuals one year of its credit
monitoring services for free.

An initial fraud alert indicates to creditors that an individual is a possible victim of
fraudE] Under FACTA, when creditors observe an initial fraud alert in an individual’s credit
file, they are required to take extra steps to verify the individual’s ID before granting any
request to open a new credit account, increase an existing credit line, or issue an additional
card associated with an existing credit account under the individual’s name. Because of the
more stringent ID verification requirements, fraud alerts may help to lower the chances that

an individual experiences new account fraud. However, unlike credit freezes, fraud alerts

16Individuals who have been actual victims of fraud—specifically, severe ID theft—can file for an ex-
tended fraud alert. Extended fraud alerts are similar to initial fraud alerts, but they impose stricter filing
requirements and last for a longer period time.
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do not limit creditors’ access to the individual’s credit files; criminal may thus still be able
to open fraudulent new accounts under the individual’s name. An individual may place an
initial fraud alert by contacting any one of the credit bureaus; the credit bureau which was
contacted will notify the other bureaus of the alert. Currently, each initial fraud alert lasts

for a year; individuals may place new alerts when their existing ones expireﬂ Filing a fraud
alert is free under the FACTA.

Figure 6: Google Search Interest Over Time: Credit Monitoring and Fraud Alert
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Notes: Authors’ calculations using data from Google trends from June 2017 to December 2017. Scale
represents search interest relative to the highest point on the chart for the given time period.

Although we are unable to analyze the adoption of credit monitoring services and initial
fraud alerts in our paper, we find evidence that consumers may have adopted these measures
using Google trends data. Figure [6] shows a spike in the volumes of Google searches for
the terms “credit monitoring” and “fraud alert” in the week following Equifax’s data breach
announcement. These search trends suggest that consumers were seeking out information
on these precautionary measures after the breach announcement and as a result may have

implemented some of them.

1Prior to the passage of a new federal law on September 21, 2018, each initial fraud alert lasts 90 days.
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7 Conclusion

This paper examines the effect of prior fraud and data breach exposure on future precaution-
ary behavior in credit markets by exploiting the 2017 Equifax data breach, which exposed
sensitive information for over 70% of the U.S. adult population. To guide our analysis, we
first develop a descriptive model of credit market precautionary behavior, which enables us to
formulate theoretically-founded hypotheses on how past fraud or data breach exposure may
affect individuals’ precautionary responses to a future data breach. We test our hypotheses
using a DID framework. We find that, consistent with our hypotheses, past exposure to
fraud or a data breach raises a individual’s probability of adopting a precautionary measure
following the announcement of the Equifax breach relative to previously unexposed individ-
uals. Further, between prior fraud and prior breach victims, the former is more likely to
have taken precautionary measures than the latter.

Although prior fraud and data breach victims were more likely to adopt precautionary
measures than unexposed individuals, the vast majority of these individuals did not do so.
One possible explanation is the cost reduction resulting from learning about precautionary
measures from prior exposure is relatively small. Another potential explanation is that
individuals’ expected fraud losses are very small. The low expected fraud losses may be due
to individuals’ belief that they have nothing to lose, the liability protection that individuals
have, particularly against credit card fraud, or an optimism bias—individuals do not think
fraud will occur to them. Thus, even if they were to experience a substantial reduction in
the cost of taking precautionary actions, their incentive to do so would be relatively weak.

While a low level of adoption of precautionary credit market actions does not necessarily
imply that individuals are behaving sub-optimally, we suspect that it may be in the case
with their responses to the Equifax breach and to data breaches more generally. Fraud is a
relatively rare event, and most individuals may find it hard to imagine fraud occurring to
them, implying fraud is a low-availability event for most individuals. Some individuals may
even ignore fraud risks altogether. Consumer protection agencies (CPAs) may thus have a
role to play in boosting the adoption of precautionary credit market measures.

Our analysis also have implications for CPAs seeking to boost adoption of precautionary
credit market measures. First, efforts to reduce costs of adopting a precautionary measure
via, for instance, fee waivers or consumer education are likely to only have limited effect on
adoption rates. To increase individuals’ adoption of precautionary measures, CPAs will likely
also need to address individuals’ tendency to underestimate their potential fraud losses. For
example, CPAs can launch educational campaigns to raise individuals’ awareness of fraud

and its potential consequences via television commercials or other mediums. Such campaigns
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may increase the availability of fraud events to individuals, leading to an increase in their
perceived fraud risks. Second, given individuals’ tendency toward inaction, individuals are
more likely to have a precautionary measure in place if breached entities require their breach
victims to opt-out of protective measures that they offer rather than requiring them to opt-
in. That said, breached entities are unlikely to voluntarily offer consumer protection services

to breach victims in this manner, and legislation may be necessary to achieve this outcome.
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APPENDIX

A Anthem Data Breach

Figure A1l: Google Search Trends for Anthem Breach; Nov 1, 2014 - May 31, 2015
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Notes: Authors’ calculations using data from Google trends from November 2014 to May 2015.

As a basic soundness check for our identification strategy, we compared the Google search
interest in the term Anthem breach in Indiana relative to Illinois and the U.S. as a whole.

Figure shows that prior to the Anthem breach announcement, the level of search interest
In the week of the

in the term was zero in Indiana, Illinois, and the U.S. as a whole.
breach announcement (week of Feb 1, 2015), the search interest in Anthem breach increased

substantially more sharply in Indiana relative to Illinois and to the U.S. as a whole. The
level of Google search interest for Anthem breach also rose in Illinois and across the country,
though to a considerably smaller extent. These search trends suggest that Indiana residents
and Illinois residents are likely to have responded differently to the breach, lending support

to our identification strategy.
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Figure A2: Individuals’ Response to the Anthem Breach

Panel A: Number of Inquiries Panel B: Number of New Accounts
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Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax. These figures show difference-in-differences results comparing individuals who lived in
states that were most impacted by the Anthem breach to individuals who lived in states that were the least
impacted.
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Figure A3: Equifax Breach Difference-in-Difference Results: Prior Fraud Victims vs Non-
Victims

Panel A: Number of Inquiries Panel B: Number of New Accounts
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Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel /Equifax.

Figure A4: Equifax Breach Difference-in-Difference Results: Prior Breach Victims vs Non-
Victims
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Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax.
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Figure A5: Equifax Breach DID Results: Prior Breach Victims vs Prior Fraud Victims
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Notes: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax.
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Table A1l: Prior Identity Theft vs Non—victims

Number of Number of New
Freeze Accounts Closed Inquiries  Accounts Opened
Treat x Short—run  0.0019%** 0.0031 -0.054%** -0.0063***
(0.0004) (0.0011) (0.008) (0.0019)
Treat x Long—run  0.0015%** 0.0018 -0.076*** 0.0001
(0.0002) (0.0009) (0.007) (0.0016)
N 101,985,621 69,511,672 63,420,083 69,511,672

Note: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax. Short—run = 1 for time periods Q3:2017 to Q4:2017 and Long—run = 1 for time periods
Q1:2018 to Q4:2018.

Table A2: Prior Breach vs Non—victims

Number of Number of New
Freeze Accounts Closed Inquiries  Accounts Opened
Treat x Short—run  0.0020%** -0.0014%** 0.0060*** 0.0015***
(0.0000) (0.0001) (0.0007) (0.0002)
Treat x Long—run  0.0001%** -0.0020%** 0.0223%** 0.0067***
(0.0000) (0.0001) (0.0007) (0.0002)
N 140,901,416 97,410,987 86,555,797 97,410,987

Note: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax. Short—run = 1 for time periods Q3:2017 to Q4:2017 and Long—run = 1 for time periods
Q1:2018 to Q4:2018.

Table A3: Prior Identity Theft vs Prior Breach

Number of Number of New
Freeze Accounts Closed Inquiries  Accounts Opened
Treat x Short-run  -0.0001 0.0046*** -0.057%** -0.007#**
(0.0004) (0.001) (0.008) (0.002)
Treat x Long—run  0.0015%** 0.0039%** -0.092%*+* -0.005**
(0.0002) (0.001) (0.007) (0.002)
N 39,820,443 28,532,171 23,848,944 28,532,171

Note: Authors’ calculations using data from Federal Reserve Bank of New York Consumer Credit
Panel/Equifax. Short—run = 1 for time periods Q3:2017 to Q4:2017 and Long—run = 1 for time periods
Q1:2018 to Q4:2018.
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